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AVV. DR. PAOLO BALBONI 
ITALIAN, BORN 3 NOVEMBER 1978  

Lawyer admitted at the Bar in Milan  

E-mail: paolo.balboni@paolobalboni.eu 

Mobile phone: +39 335 6685806 

Mail address: Avv. Dr. Paolo Balboni – Studio Legale, via delle Lame 24, 40122, Bologna, Italia 

Personal webpage:  www.paolobalboni.eu  

WORK EXPERIENCE 

Avv. Dr. Paolo Balboni – Studio Legale, Bologna and Milan, Italy 

Founder May 2010 – today 

Practice focus: Privacy/Data Protection, E-Commerce, E-Health, Information Technology Advisory, Media 

& Entertainment, General IP Advisory 

After years of experience as Associate at Baker & McKenzie (Milan) and, before that, at Bird & Bird (Milan); I founded my own law firm with offices in 

Milan and Bologna.  

I advise multinational companies on legal issues related to data protection and security, IT contracts, e-commerce, e-consumer protection, cloud 

computing (legal risk assessment and negotiation of contracts), e-health services compliance, Web 2.0 service providers’ liability, online/mobile content 

and service providers’ liability, online gambling and online gaming regulations, electronic signatures, digital retention of documents and general IP 

matters. I also advise celebrities on privacy and copy right related issues.  

In my carrier I have developed considerable expertise in communication, media, entertainment, financial services, health care, and fashion industry 

sectors. 

Tilburg University Faculty of Law, Department of Private Law, Tilburg, The Netherlands 

Research Associate for Tilburg Institute for Law, Technology, and Society e del Tilburg Institute for 

Interdisciplinary Studies and Conflict Resolution Systems (TISCO) January 2007 – today 

I teach the Master’s course “Liability of Web 2.0 Service Providers” that I personally devised in 2009. 

Comparative research in the field of cloud computing, IT contracts, online content and service providers’ liability, certification service providers’ liability, 

e-government, electronic signatures, digital evidence, right to anonymity on the Internet, privacy, and data protection. 

University of Bologna, Faculty of Law, Department of Civil Law, Bologna, Italy 

Assistant to the Chair of Internet Law January 2007 – today 

Academic years 2004 – 2006. Instructor of the course “New Technologies and Law” of the Master in Development, Innovation and Change (MiDIC) 

organised by the University of Bologna, Faculty of Law, Department of Economics. 

Research in the field of the right to anonymity on the Internet. 

Baker & McKenzie, global law firm, Milan, Italy 

Associate January 2008 – April 2010 

Practice focus: IT Sourcing & Transaction, Privacy/Data Protection, Information Technology Advisory, Media, General IP Advisory 

I joined Baker & McKenzie (Milan) as Associate in January 2008, from Bird & Bird. I advised multinational companies on legal issues related to data 

protection and security, IT contracts, e-commerce, cloud computing, Web 2.0 service providers’ liability, online content and service providers’ liability, 

electronic signatures, digital retention of documents and general IP matters. 

Buongiorno S.p.A., Milan, Italy 

Italian Legal Counsel (on secondment) June 2008 – April 2009 

From June 2008 to April 2009 I had been on secondment at Buongiorno - the world’s No.1 company in mobile entertainment - acting as Italian Legal 

Counsel. I provided legal support to Buongiorno and its sister company Buongiorno Marketing Services S.r.l. concerning their business activities in the 

Italian territory. I had meanly dealt with: (i) drafting of several agreements related to the digital entertainment sector and the provision of online and 

mobile marketing activities; (ii) compliance to data protection, consumer protection, and advertising law; (iii) Italian Data Protection, Competition, and 

Communications Authorities disputes; (iv) trademarks management and protection. 

 Bird & Bird, international commercial law firm , Milan, Italy 

Associate January – December 2009 

Practice areas: Corporate IT/IP 

Advising, negotiating, and drafting contracts in connection with: the procurement and delivery of IT systems and services; outsourcing projects and 

managed services; software development and distribution; e-commerce and Internet based businesses (including website development, hosting, and 

content management); data protection and security; contract management and best practice. Providing strategic advice on national and worldwide 

compliance programmes, including transborder data transfer agreements, e-mail and fidelity cards marketing plans; handling disputes before the Italian 

Data Protection Authority; preparing policies, procedures, and notices, auditing data protection compliance; advising on commercial exploitation of 

information. 
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Tilburg University, Faculty of Law, Department of Private Law, Tilburg, The Netherlands 

Research assistant (PhD student) December 2002 – November 2006 

Title of the Ph.D. thesis: “Trustmarks: Third-Party Liability of Trustmarks Organisations in Europe”. 

Supervisors: Prof. Willem van Boom, Prof. Ivo Giesen, Prof. Corien Prins, and Prof. Giusella Finocchiaro 

Teaching activities: Academic years 2004 – 2006. Devising and teaching the Master’s course “Liability and the Internet”. I was elected third best teacher 

(participants: 80) of the Faculty of Law of Tilburg University for the academic year 2005 – 2006. 

I carried out research in the field of Internet content and service providers’ liability, certification service providers’ liability, intellectual property, e-

government, electronic signatures, digital evidence, privacy, and data protection. Moreover, I was responsible for the organisation of the twice-weekly 

meetings on liability law issues. 

Callegaro – Perdomi Associate Law Firm, Bologna, Italy 

Trainee solicitor January 2003 – August 2005 

APPOINTMENTS 

European Privacy Association, Brussels, Belgium 

Executive Director November 2010 – today  

   

Istituto Italiano Privacy (IIP), Rome, Italy 

International Ambassador and Member of Board of Directors        March 2010 – today 

EDUCATION 

Tilburg University (the Netherlands) 

Ph.D. in ICT Comparative Law November 2008 

Thesis: “Trustmarks: Third-Party Liability of Trustmarks Organisations in Europe” 

 

University of Bologna (Italy) 

Law degree December 2002 

Thesis on Commercial Comparative Law: Rules on the Lack of Conformity of Sold Goods in the Vienna Convention 1980 on Contracts for the International 

Sale of Goods: Practical Application in Case Law. 

Supervisor: Prof. Marina Timoteo 

Tilburg University (the Netherlands) 

European International and Comparative Law Certificate February – June 2002 

Socrates – Erasmus European Exchange Student Programme 

 

FAS Comunicazione School of Journalism, Bologna (Italy) 

Completed Course of Journalism and Communication November 2001 

Enrico Fermi Lyceum of Physics and Mathematics, Bologna (Italia) 

Completed Secondary Education Diploma July 1997 

 

INTERNATIONAL PROJECTS (ADVISOR FOR THE FOLLOWING INTERNATIONAL PROJECTS) 

Common Assurance Maturity Model (CAMM) – Beyond the Cloud January 2009 – today 

GovCloud – European Network and Information Security Agency (ENISA) March – December 2010 

Cloud Computing Risk Assessment – European Network and Information Security Agency (ENISA) May – November 2009 

Law Applicable to Non-Contractual Obligations Arising out of Violations of Privacy and Rights Relating to 

Personality – European Commission April – May 2008 

Measures to Increase Trust and Confidence of Consumers in the Information Society – European Commission May – November 2006 

PUBBLICATION 

“Trustmarks in E-Commerce. The Value of Web Seals and the Liability of their Providers” 

Cambridge University Press (2009) ς 240 Pages 
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LANGUAGES 

Mother tongue: Italian 

Other languages  English  Dutch  Spanish  French  German 

Reading skills:  Excellent  Excellent  Excellent  Excellent  Basic 

Writing skills:  Excellent  Good  Basic  Basic  Basic 

Verbal skills:  Excellent  Excellent  Good  Basic  Good 

TECHNICAL SKILLS AND COMPETENCES 

Excellent knowledge of MS Windows, MS Office, MAC OS X, and of Internet resources in general 

OTHER SKILLS AND COMPETENCES 

- I surf and kite surf as much as I can and I regularly play football and tennis 

- In 2008 I ran the Vienna Marathon 

- In 2004 I ran the New York Marathon 

- 2004 Passport licence for scuba diving 

- Between 1986 and 2004 I played football, 1997–2002 at a semi-professional level, 1997–1998 ‘Eccellenza’ division (Italy), 1998–1999 ‘Prima 

Categoria’ division (Italy), 1999–2000 ‘Promozione’ division (Italy), 2000–2002 ‘Prima Categoria’ division (Italy), 2002–2004 ‘Vierde Divisie’ 

4th division (The Netherlands) 

- Between 1984 and 1996 I played tennis, 1990 – 1996 at a competitive level, 1994 – 1996 I took part in 3 international tournaments, including 

the Siemens Cup Under 16, Atlanta, USA 

HOBBIES 

Learning foreign languages, travelling, studying various expressions of modern art 

REFERENCES 

- Prof. Corien Prins, Professor of Law and Informatisation at the Tilburg Institute for Law, Technology, and Society (TILT), Tilburg University, the 

Netherlands 

- Prof. Giusella Finocchiaro, Professor of Internet Law, University of Bologna, Italy 

- Prof. Willem van Boom, Professor of Private Law, Erasmus Law School, Rotterdam, the Netherlands 

- Lorenzo de Martinis, Head of the TMT/IP Department of Baker & McKenzie (Milan), Italy 

- Bianca del Genio, Director Legal Affairs, Buongiorno S.p.A., ItalY 


